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Dear all

In recent days, due to the significant need for remote virtual meetings, there has been an
increase attempts to disrupt meetings in general and the Zoom application in particular. This
phenomenon is known as "Zoom Bombing."

Zoom Bombing - Due to the widespread popularity of video conferencing services these days,
many hackers have started to exploit this and intrude into meetings and conferences. Attackers
take advantage of the relative ease of "guessing meeting IDs" and use automated programs to

find active Zoom meetings and infiltrate them.

These hackers can, in the best case scenario, disrupt the meeting and cause it to crash, and in
the worst case, steal information and take control of the computer.

Therefore, it is recommended not to conduct sensitive personal meetings on Zoom.

In case your conversation is not classified as sensitive, you should take the following actions:

1. Ensure that your Zoom version is up to date by clicking on your profile picture next to
the search bar:




Afterward, select the "Check for updates" option and make sure that the message "You are up
to date" appears. If it doesn't, you should proceed to update your Zoom application.
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2. Don’t publish the direct link to your Zoom meeting on the internet. Instead, for your
event or meeting page, it's better to send the link directly to participants via email,
WhatsApp, or other private messaging platforms. If possible, you can also implement a
registration form. This way, after registration, you can send participants the link and/or
password to the meeting.

This approach does add an extra layer of security by limiting access to those who have
registered, reducing the risks associated with sharing public links widely.

3. Requiring a meeting password is a good security practice to ensure that only authorized
participants can join.



4. Setting up a waiting room (known as "Enable waiting room" in Zoom) is a crucial security
measure to control who can enter your meeting. It allows you to admit or deny
participants before they join the meeting.

5. Try to minimize public meetings during this time, as applications like Zoom are preferred
targets, especially for universities.

6. Make sure the "Enable join before host" option is turned off (if your version is up to
date, this is the default setting):
e login to your Zoom account on the Zoom website at
https://us02web.zoom.us/profile.
e C(Click on "Settings."
e Scroll down a bit and verify that the "Join before host" option is turned off. If it's
enabled, disable it.
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8.

Limit screen sharing to "Host only":
Within the meeting window, at the bottom toolbar, next to the green "Screen Share"

button, click on the arrow.
Select the "Advanced sharing options" from the menu.

v/ One participant can share at a time

Multiple participants can share simult:

Advanced Sharing Options...

& -’ Lo - @ ©

Security Manage Participants Chat Share Screen Record Reactions

After opening the window, under the title "Who can share?", select the "Host Only"
option:

Who can share?

O Only Host All Participants

avoid opening links that have been shared by someone who is not the host.



